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RESUMEN 

El presente estudio trata de responder las preguntas ¿qué tan vulnerables son los 

vehículos eléctricos ante una eventual penetración de sus comunicaciones y cuál sería el 

efecto en sus sistemas físicos y principales parámetros? Para responderlas, fue necesario tener 

un vehículo eléctrico físico, el cual fue provisto por el laboratorio Integrado de Tecnología 

Inteligente Energética del Purdue Polytechnic Knoy ubicado en Indiana West Lafayette. 

El mencionado vehículo no posee todas las características de un vehículo moderno; 

no obstante, se asemeja a uno, ya que posee un motor eléctrico, un sistema de celdas de 

batería y lo primordial para un análisis de ciberseguridad, un controlador que recibe y envía 

mensajes en formato CAN bus, protocolo utilizado en casi todos los vehículos modernos. La 

instrumentación utilizada consta de diferentes tipos de software para la recolección de datos, 

análisis y comprobación de hipótesis. 

Los resultados arrojaron varios comentarios respecto a lo frágil que puede ser un 

motor eléctrico y su controlador una vez decodificados los mensajes CAN. Uno de los 

principales descubrimientos fue que el grado de variabilidad de los datos en condiciones 

normales no afecta el rendimiento del vehículo en absoluto, ya que la prueba estadística dio 

un p-valor menor a 0.05, el cual era límite permitido de la corriente del vehículo establecido. 

Otro punto a considerar fue que hubo un tiempo de 117 segundos en el que el vehículo estuvo 

bajo eficiencias por debajo del 60% en condiciones normales. Además, cuando se varió la 

frecuencia del motor entre 60 y 80Hz (en condiciones inestables) hubo una reducción del 4% 

de eficiencia del vehículo, este experimento fue muy útil para saber que un Variador de 

Frecuencia no solo puede mejorar la eficiencia sino también disminuirla. Hay que recalcar 

finalmente que los límites de trabajo de la batería o motor una vez cambiado del original, 

puede disminuir drásticamente su vida útil, acortando la vida del vehículo per se. 

Palabras clave: vehículo eléctrico, ciberseguridad, decodificar. 
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ABSTRACT 

Electric vehicles have become a very important technology for transport, however, 

the analysis of their cybersecurity has been little studied by manufacturers and universities. 

This study tries to answer the questions: How vulnerable are electric vehicles to an 

eventual penetration of their communications and what would be the effect on their physical 

systems and main parameters? To respond to this investigation, it was necessary to have a 

physical electric vehicle which was provided by the Purdue Polytechnic Knoy electric vehicle 

laboratory located in Indiana West Lafayette. The aforementioned vehicle does not have all 

the characteristics of a modern vehicle, however, it resembles one since it has an electric 

motor, a battery cell system and a CAN bus protocol in the controller, which is used in almost 

all modern vehicles. The instrumentation used consists of different types of software for data 

collection, analysis and hypothesis testing. 

Results show several comments about how fragile an electric motor and its controller 

can be once the CAN messages have been decoded. One of the main findings is that the 

degree of variability of the data under normal conditions does not affect the performance of 

the vehicle at all, since the statistical test gave a value less than the p value established. 

Another point to consider is that in 117 seconds the vehicle was under efficiencies below 

60%, which generates high power losses in the vehicle.  

In addition, when the engine frequency was changed between 60 and 80Hz (in unstable 

conditions) there was a 4% reduction in vehicle efficiency,  

this experiment was very useful to determine that a frequency converter can not only improve 

efficiency but also decrease it. Finally, it must be emphasized that the working limits of the 

battery or motor once changed from the original can drastically reduce its useful life, 

shortening the life of the vehicle per se. 

 

Key words: electric vehicle, cybersecurity, decoding. 
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INTRODUCTION 

Cyberspace is the electronic media that computers have to facilitate interaction 

through hardware, software and protocols for communication [1]. Every day, 3 billion people 

use internet according to the International Telecommunications Union [2]. Internet is a must 

between the companies nowadays, making them vulnerable to cyberattacks for the amount 

of information involved.  

According to a report from the FBI from June 2016, 4000 ransomware1 attacks 

occurred in United States. Diving deeper, ransomware attacks on businesses have become 

more frequent as well. Between January and September 2016, ransomware attacks on 

business increased from once every 2 minutes to once every 40 seconds according 

to Kaspersky [3].  

Nonetheless, cyber-attacks do not occur only in the virtual medium. The 

physical security constituted by computers, buildings, means of transportation, 

electric and gas network, and so forth, is a major component. For example, the 

electric grid, specifically the smart grid, has already been cyber -attacked. In 2016 

in Kiev, Ukraine, some hackers controlled the communications of their electric grid, 

shutting down relays, which caused a blackout for hours [4].  

Another influential physical component are cars, mainly modern cars, which 

are composed of several communication protocols. Car hacking will become one of 

the most worried about issues in the industry in the following years, due to its rapid 

technological progress like the self-driving cars of many companies such as Tesla, 

Google and Mercedes [5]. Electric cars are a tendency now, they use the electric grid 

in the charging process where the physical and communication system are 

connected, and consequently they could be also a target of cyber -attacks, both to the 

car and the grid. 

                                                           
1 Type of malicious software  that threatens to publish the victim's data or perpetually block access 

to it unless a ransom is paid [65] 
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In this context, the aim of this work is to analyze and then propose a system 

to protect and assure the safety of electric cars and passengers. In order to that, it 

will be necessary to collect data from the car and analyze it, decode the messages, 

apply reverse engineering and penetrate the vehicle to recognize its vulnerabilities.  

The idea is to identify cyber security parameters that have to be taken into 

account for the safeguard of electric cars, but using a methodology that can be 

applied to other energy sectors that use cyber data or cyber communication for the 

operation of their systems. This methodology consists in recording data from the 

sensors of the car, the battery management system and the Curtis controller, once 

data is collected it has to be processed in excel and other statistic software.  

Scope 

This research examines, analyzes and determines the vulnerabilities of an electric 

vehicle constructed in the INSET lab located at the Knoy Polytechnic of Purdue University 

in Indiana, United States with collaboration of General Motors and The Computer 

Information and Technology Department. 

The scope of this investigation is limited by the technology implemented in the 

vehicle, which has a lack of sensors and networks that reduce the complexity of the study. 

Therefore, the data collected and the results will be oriented only in the physical layer of the 

car system, which is further explained in the methodology section. 

On the other hand, the data was analyzed using the different type of Software 

CommTool, Kvaser, SPS that record real time data of the car parameters, receiving Control 

Area Network (CAN) messages which are later decoded to be analyzed.  

Background 

The smart grid architecture, which involves electric vehicles, is vulnerable to cyber -

attacks. For example, in 2007 a demonstration of the Aurora Generator Test by Idaho 
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National Laboratory showed that by using simple programs hackers, you could take control 

of a power plant’s circuit breaker and physically damage a generator [4]. 

On the other hand, in 2016 an attack occurred on the Ukranian electric utility 

Ukrenergo in Kiev, where hackers used sabotaging malware called Crash Override. Hackers 

exploited the weakness of the Ukranian utility’s to shut down the control relays of the utility 

plant and plunged the region into darkness for hours [4]. 

Smart grid infrastructure use communication protocols like Ethernet, LAN, RS485, 

etc. to ensure the grid [6]. In the Ukrainian event, the communications were hacked by a virus 

and security systems did not work as expected. The mentioned protocols are communication 

networks that interconnect components inside modern vehicle including EVs [7] and could 

make those ones vulnerable for the grid and the people.  

In January 2015, two cybersecurity researchers Charlie Miller and Chris Valasek 

demonstrated how vulnerable cars are to cyberattacks, they controlled the air conditioning, 

radio and windshield of a Jeep Cherokee. Charlie Miller stated after this event “This might 

be the kind of software bug most likely to kill someone” [8]. This indeed represents an issue 

that will possibly affect millions of cars in some years.   

Moreover, in 2016 the Federal Bureau of Investigation (FBI) gave a warning about 

the problems that may occur in vehicles: 

“Modern motor vehicles often include new connected vehicle technologies that aim 

to provide benefits such as added safety features, improved fuel economy and greater 

overall convenience. With this increased connectivity, it is important that consumers 

and manufacturers maintain awareness of potential cybersecurity threats” [9]. 

Modern cars have cameras, microphones, GPS, and cellular connection; therefore, 

they are targets for hackers. In addition of the mentioned risks, electric vehicles (EVs) have 

other vulnerabilities to be aware of from a charging infrastructure point of view, EVs 

charging is much more than a single step such as a plug-and-go procedure (process of 

charging an electric vehicle). Significant communication must be made between the car and 
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the charging point to ensure that every electric car on the grid receives the required amount 

of energy and electricity flow. In some cases, specifically where remote EV charging is 

provided by using an app or credit card, financial transactions and personal data must also be 

managed appropriately and securely [10]. 

Automotive cybersecurity is a new topic, however, in the last couple of years some 

manufacturers such as GM, Ford and Volkswagen have promoted more conferences and 

research about it, making this sector more important between researchers. Autonomous 

vehicles have some problems the reduced security and privacy that may be vulnerable to 

information abuse.  Services such as Onstar (GM) or tomtom can be used to manage the well 

control of the vehicle, both services cost around 200$-600$ per year. 

Nonetheless, for most researchers digging deep in this topic is limited by the legal 

actions manufacturers can against them. Penetrate the vehicle without permission is illegal 

in United States. On the other hand, in Peru this research is limited by the lack of high 

technology in the automotive park also there is no any industrial incentive. Therefore, this 

would be one of the first research about this topic in Peru.  

Justification and motivation 

There is a lack of information on cybersecurity of EVs issues, which represents an 

opportunity to look for a solid proposal on this area. This research will contribute to several 

agents like car manufacturers, people in general and companies such as Tesla and General 

Motors (GM), which are currently working on this issue. 

Tesla CEO Elon Musk said: “I think one of the biggest concern for autonomous 

vehicles is somebody achieving a fleet-wide hack” [11]. Meanwhile the General Motors 

executive Jeff Massimilla has lead a 9 months study of cybersecurity for their (GM) cars 

[12]; as a result, it can be inferred that it exists an important concern of automotive 

cybersecurity. An illustrative example are the variable-frequency drivers which are digital 

devices that are highly vulnerable. Any hacker can read the minimum frequency to stop 

machines by penetrating the network [13]. The same problem is repeated in other types of 
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control with digital devices, except from the direct torque control, although this is not the 

most efficient one [14].   

Finally, not only companies will be benefited, but also the scientific community by 

using this proposal as an approach to EVs automotive cybersecurity. Peru does not have this 

technology yet, but Enel and the regulatory entities are already evaluating the feasibility to 

implement the EVs and the Smart grid, then a complete framework needs the cyber-security 

section. 

The methodology implemented in this document can be applied in such a variety of 

sectors like communications, transportation, power plants and so on.  Almost all industrial 

processes have cyberspace networks. However, it is necessary to analyze each case 

individually because their vulnerabilities are not the same neither the hardware or software. 

For instance, the energy sector is full of SCADA systems and communications, which could 

be an entrance for an attacker. In addition, inside a power plant contactors or turbines can be 

manipulated by accessing the SCADA.  

General Objective  

• Analyze the cybersecurity vulnerabilities of an electric vehicle based on its 

performance  

Specific Objectives 

• Explore and analyze the vulnerabilities of an electric vehicle in terms of mechanical 

and electrical performance.   

• Decode and access the first layer of cybersecurity. of an electric vehicle using reverse 

engineering  

• Give recommendation and observations about the results in terms of attack 

mitigation.  
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 CHAPTER I 

REVIEW OF THE RELEVANT LITERATURE 

1.1 Electric Vehicles: A Growing Sector  

The electric vehicle (EV) market has intensely grown since the spreading of the first 

mass-market models [15]. In 2011 only 50 000 vehicles were sold, while in 2016 these sales 

reached 565 000 EVs [15]. It is estimated by the International Energy Agency (IEA), that the 

amount of EVs (Hybrid Electric Cars and Pure Electric Cars) will possibly reach between 40 

and 70 million in stock by 2025 [16] as it is shown in Figure 1.1. 

 
Figure 1.1 Deployment scenarios for the stock of electric cars to 2030 

Source: Development of Electric Vehicle [16] 

 

EVs are commonly divided in two groups, the hybrid-electric vehicles and the battery 

electric vehicles defined as:  

• Hybrid Electric vehicles (HEVs): “Passenger cars that draw energy for mechanical 

propulsion from both consumable fuels and an electric power storage device” [17]. 

• Battery-electric vehicles (BEVs): “Passenger cars that draw energy for mechanical 

propulsion solely from a rechargeable electric power storage device such as a 

battery” [17]. 

 

Automakers are working on the integration of electric vehicles and the variable 

renewable energy. This can help by saving money on a co-marketing, installation of solar 
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panels and storage systems. For instance, Sono Motors, a German startup, have created a 

vehicle that has a battery system which is partly energized by solar cells. [18] 

 

1.1.1 Trending Sectors 

According to the World Economic Forum, there are three trends that are disrupting 

the electric grid: Electrification, decentralization and digitalization. These trends create a 

virtuous cycle for long-term carbon reduction and a more reliable system. Electric Vehicles 

and Vehicle to Grid (V2G) are two key technologies for the electrification trend as it is show 

in Figure 1.2. Both are currently being studied and applied in many countries but OECD 

(Organization for Economic Co-operation and Development) countries have more advanced 

plans [19].  

 
Figure 1.2 Three trends of the grid edge transformation 

Source: Global Electric Vehicle Outlook [19]  
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1.1.2 Worldwide overview 

Many OECD governments are incentivizing the use of EVs by creating subsidies, tax 

breaks and special driving privileges. For instance, Norway offered the most expensive 

subsidy of 17000 euros in the region [20], which bring up successful results, as it is shown 

in Figure 1.3. 

 
Figure 1.3 National Purchasing Subsidies 

Source: European Alternative Fuel Observatory Top 5 [21] 

 

The results for Norway are remarkable, they have 33.8 % of the EVs stock in Europe, 

Iceland has 9.8% and Switzerland and Sweden almost reach 4 % each one [21]. On the other 

hand, in July of 2017 France and UK decided to stop the sales of diesel and gasoline fueled 

cars by 2040. Consequently, many car manufacturers started to make plans to sell more EVs 

such as Volvo [22] .  

Countries with big cities and with a high people density such as India and China need 

to work in the EVs promotion. India is in a nascent stage, the government is trying to create 

opportunities for Indian manufacturers but they are also creating subsidies for consumers 

[23]. 



11 
 

On the other hand, China’s policies have been working since 2006 by cutting taxes 

for HEVs, moreover in 2009 the government create subsidies of 60 000 Yuan (9000$ 

American Dollars) for Battery Electric Vehicles. The standards and legal framework have 

accompanied these policies to manage the correct promotion, besides one of the main targets 

for China is to reach 5 million EVs in 2020 [24]. Both countries decided in 2017 to sell only 

EVs by 2030 as a policy to reduce carbon emissions.   

1.2 The Technology  

The EVs are already a developed technology. Electronic, mechanical and electric 

components have had an excellent advancement the last decade. However, the principles of 

operation have not changed at all, the main source of energy comes from the batteries or any 

storage device which drives the electric motor that produce torque [25]. Figure 1.4 shows a 

common architecture of Battery Electric Vehicles.  

 
Figure 1.4 Rechargeable Battery Electric Vehicle 

Source: Design Analysis and Application [14] 
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1.2.1 Electric Engine Motor 

The electric engine motor is the heart of EVs, because it converts electrical energy to 

mechanical motion. These electric machines have been widely studied in electrical 

engineering, therefore the technology is highly consolidated. The requirements of electric 

machines for EVs are much more demanding than that for industrial applications [14]. There 

is a list of the requirements below: 

- High torque and energy density because the vehicle needs to be as light as possible.  

- Wide speed range due to rapid changes when driving.  

- High efficiency over wide torque and speed changes 

- Low acoustic noise. While driving, it is important to keep the limits of noise in the 

human range. 

 

1.2.1.1 DC Motor 

The DC Motors have been used in many EVs applications mainly because of its 

control simplicity. Due to efficiency, car manufacturers prefer to use AC machines rather 

than DC, however, using a regenerative breaking energy system efficiency of DC machines 

could improve significantly the energy availability. In Table 1.1 it is shown a study of the 

regenerative braking system which takes advantage of 25% the energy battery [26]. 

 
Table 1.1 Energy distribution of a regenerative breaking cycle 

Source: Regenerative Breaking of Series Wound Brushed DC Electric Motors for Electric Vehicles [26]  
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In cities, the breaking process is more common due to traffic, as it is shown in Figure 

1.5. The urban driving cycle has more speed changes, while the highway driving cycle does 

not [26]. 

 
Figure 1.5 Driving Cycle in highway and urban area 

Source: Regenerative Breaking of Series Wound Brushed DC Electric Motors for Electric Vehicles [26] 

 

1.2.1.2 Permanent Magnet Drives  

Permanent magnet (PM) are widely used in electric vehicles due to their high power 

density, high torque density, wide operating range and so on. [27]. The range of power speed 

is greatly influenced by the PM rotor structure and it is possible to improve the speed range 

by optimizing the rotor design [28]. Figure 1.6 shows the different shapes of permanent 

magnet, which will affect the final characteristics of the motor, then in Figure 1.7 these 

differences are shown in terms of torque and RPM. 
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Figure 1.6 a) surface PM motor, b) Conventional PM motor c) Segmented PM motor, d) V-shape PM motor, 

e) W-shape PM motor 
Source: Design and Analysis of a New Interior Permanent Magnet Motor for EVs [27] 

 

The W-shape machine has an excellent performance in comparison with other kind 

of PM machines. It has a great flux weakening, high efficiency and wide speed range, so it 

is an optimum candidate for electric vehicles application. As it is shown in Figure 1.7, the 

torque and speed of the W-type exceeds the other types [28]. 
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Figure 1.7 Comparison of different PM Motors 

Source: Design and Analysis of a New Interior Permanent Magnet Motor for EVs [28] 

 

1.2.1.3 Induction Motor  

The induction motor, especially the squirrel cage, is the optimal motor for EVs, as 

they accomplish all the requirements mentioned. It has a lower cost in comparison to DC 

motors and a higher energy density; these advantages outweigh their major disadvantage, 

which is control complexity, however more power electronic to transform energy from DC 

to AC is required [14].  
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Figure 1.8 Figure Equivalent Circuit of an Induction Motor  

Source: Design and Analysis of a New Interior Permanent Magnet Motor for EVs [27] 

 

There are different types of control for induction motors such as the variable voltage, 

variable frequency, field oriented control and the direct torque control. The variable voltage 

and variable frequency are based on constant volts/hertz control for frequency to change the 

speed (RPM) and torque. Nowadays, almost all variable-frequency drivers are digital devices 

that are vulnerable because they have read and write capability. Moreover, any attacker is 

able to know the minimum frequency to stop machines [13]. The same problem is repeated 

in the other types of control with digital devices, except from the direct torque control, but 

this is not the most efficient one [14].   

1.2.1.4 Tesla Dual Motor  

By using two motors in electric vehicles, the torque can be controlled in both pair of 

wheels giving a digitally and independently controlling. The Tesla S (see Figure 1.9) is the 

first electric vehicle with two motors, which was released in 2015 by Tesla.  
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Figure 1.9 Architecture of Tesla Dual Motor EV 
Source: Dual Motor Model S and autopilot [29] 

 

This approach gives a better performance and mileage because one motor sleeps when 

it is no need. In addition, the specific term is idle torque and it is more efficient at different 

speeds [29].  

1.2.2 Batteries 

Electric Vehicles (EVs) are powered by stored electricity, mainly stored in batteries. 

There are many kind of batteries which vary by their size, energy density and other 

parameters depending on its construction material and technology [30]. Figure 1.10 shows 

the benchmarking of the different kinds of batteries, comparing the specific energy (Wh/kg) 

and the energy density (Wh/l). Lithium batteries have the greater energy storage capacity in 

comparison to the NiMh ones, as it can be noticed from Figure 1.10. 
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Figure 1.10 Energy density vs specific energy for energy storage in HEVs 

Source: Lithium Ion Batteries [31] 

 

• Energy Density: “Amount of energy that can be stored in a given mass of a substance 

or system. The higher the energy density of a system or material, the greater the amount 

of energy stored in its mass” [32]. 

• Specific Energy: “The energy per unit mass of a fuel” [31]. 

According to technology review, the price of EV battery per kWh in 2011 ranged 

from 600$ to 1100$, after five years the cost per kWh was 500$ [33]. Nevertheless, in 2016 

the Energy department said that batteries should reach 100$ per kWh to make EVs 

competitive against fuel cars. Furthermore, Tesla CEO Elon Musk stated: “For now, the 

electric-car maker is engaged in a gradual slog of enhancements to its existing lithium-ion 

batteries” [34]. 

Latin America is a very rich area of lithium deposits. Bolivia, Chile and Peru have 

big reserves of lithium that can be used to develop investigation and research to manufacture 

EVs batteries. Furthermore, according the battery benchmarking, lithium has more potential 

in electric mobility and batteries in general [35].  
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Figure 1.11 Explanation Graphic of Li-Ion (left) and Li-Air battery (right) 

Source: Lithium Ion Batteries [36]. 

 

As it can be noticed from the previous figure, the Li-Ion battery puts ion inside the 

electrode while the Li-Air puts oxygen and lithium making them lighter [36]. 

Battery Monitoring  

Batteries need to be managed to deliver energy in the car in the most efficient way 

possible. Their reasonable utilization can be improved by controlling parameters such as the 

driving cycle and the style of driver behavior. The actual batteries are made from several cell 

connected in parallel to deliver high voltages of 300V or 400V. Due to electric leakage, some 

of the cells may perceive unequal voltages and consequently reduce the lifespan of batteries 

[37]. 
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Figure 1.12 Proposed control battery system 

Source: Improved Monitoring and Battery Equalizer Control Scheme for Electric Vehicle Applications [37] 

 

The approach given in Figure 1.12 have some benefits:  

- It can be supervised the main monitoring system for measuring the voltage of each 

cell unit of the battery stack  

- Operation of the matrix power switches can be controlled 

- The energy flow from the DC/AC converter to absorb energy by the battery stack and 

provide energy to weak battery cells, can be regulated 

 

1.3 Cybersecurity  

Cybersecurity is “the collection of tools, policies, security concepts, security 

safeguards, guidelines, risk management approaches, actions, training, best practices, 

assurance and technologies that can be used to protect the cyber environment and 

organization and user’s assets” [38]. 

Cybersecurity is involved in all the critical sectors of society, all of these sectors are 

developed and digitalized. Making them an important target for attackers and vulnerable to 

setbacks. The critical sectors targeted by cybersecurity are shown in Figure 1.13. 
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Figure 1.13 Critical Sectors Targeted by Cybersecurity 

Source: Cybersecurity Innovations [39] 

 

1.3.1 Cybersecurity Worldwide Forecast 

The worldwide panorama of cybersecurity is mainly focused in a group of countries 

that have an established budget for this sector. Worldwide spending on information security 

was expected to reach $90 billion by 2017 [40], nonetheless most of the countries still do not 

have a budget for this sector. The following list show the spending of the leading countries 

in Cybersecurity by 2017.  

Country Units 

US 14 billion  

UK 800 million  

Singapore 2.4 billion  

Australia 530 million  

Japan 6 billion  

Germany 2014 million  

Table 1.2 Cybersecurity Budget per Country by 2017 

Source: Own elaboration based on [48], [1], [49], [50], [51], [52] 

 

Even though there is a lot of money spending in cybersecurity, one problem that affect 

the usage of it is the lack of standards in defining, tracking and reporting incidents. Various 

organizations have reported various incidences as [3]:  
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➢ “Electronic attacks”, Australian Computer Crime and Security Survey (ACC)  

➢ “Virus encounters” and “virus disasters”, International Computery Security 

Association (ICSA)  

➢ “Total number of electronic crimes or network, system, or data intrusions” (CSI/FBI)  

➢ “Security incidents” “accidental security incidents” International Specialized Book 

Services (ISBS)  

➢ “Any form of security breach” (Deloitte)  

 

In 2014, the National Institute of Standards and Technology (NIST) developed a 

complete framework of cybersecurity trying to solve the problem of standardization. This 

Cybersecurity Framework provided a “prioritized, flexible, repeatable, performance-based, 

and cost-effective approach” to manage cybersecurity risk for those processes, information, 

and systems directly involved in the delivery of critical infrastructure services. They lead the 

development of the Cybersecurity Framework by [41]: 

➢ Identifying security standards and guidelines applicable across sectors of critical 

infrastructure  

➢ Providing a prioritized, flexible, repeatable, performance-based, and cost-effective 

approach 

➢ Helping owners and operators of critical infrastructure to identify, assess, and manage 

cyber risk  

➢ Enabling technical innovation and account for organizational differences  

➢ Providing guidance that is technology neutral and enables critical infrastructure 

sectors to benefit from a competitive market for products and services   

➢ Including guidance for measuring the performance of implementing the 

Cybersecurity Framework  

➢ Identifying areas for improvement that should be addressed through future 

collaboration with particular sectors and standards-developing organizations  
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In that way they will include a set of standards, methodologies, procedures, processes 

that align policy, business and technological approaches to address cyber risks. This 

framework is based in Request for Information (RFI) [41], which is shown in Figure 1.14, in 

order to collect, categorize and analyze cyber risks. 

 
Figure 1.14 RFI Methodology 

Source: Directive (EU) 2016/1148 of the European Parliament and of the Council [42]. 

 

1.3.2 Cybersecurity and Energy Sector  

The constant growing of digitalization in almost every industry process gives an alert 

in the potential issues that can occur in the sector due to cyber-attacks. In December 2015, 

the European Parliament and the Council made an agreement on the Commission’s proposed 

measures for security of network and information systems (NIST Directive) [42].  

The Commission under the lead of DG Energy is preparing a strategy on cyber 

security for the whole energy sector in order to reinforce and complement the implementation 

of Directive on security of Network and Information Systems (NIS) at energy sector level 

[43]. The analysis approach of this work is shown in Figure 1.15. 

 
Figure 1.15 Overview of analysis approach  

Source: Directive (EU)2016/1148 of the European Parliament and of the Council [42]. 



24 
 

 

Researchers have discovered a massive new Botnet growing up a cyber-storm that 

could cause several issues on the internet and digitalization process. The Botnet is evolving 

by introducing a malware into the IP of smart devices, indeed they can be controlled remotely 

[44]. This is a potential issue that can generate problems in the industrial process and the 

energy sector (smart grid, EVs, etc.) and is being expanding for the past years, as it can be 

seen in Figure 1.16. 

 
Figure 1.16 Expansion of Botnet 

Source: A New IoT Botnet Storm is Coming [44]. 

 

1.4 Vehicle Communications 

Nowadays vehicles have a big amount of electrical, pneumatic and mechanical 

components. Communication is needed between these components in order to have a proper 

vehicle performance [45]. For instance, when a car brakes the brake pedal has to be connected 

with the rear lights.  

Multiplexing is the method for transferring data among distributed electronic modules 

via serial data bus, most of the following communication protocols are based on this method 

[45]. In Figure 1.17 there is a benchmarking of the different technologies that are being used 

in car manufacturing. Data rate is the velocity of bits per second in the “Y” axis and the “X” 
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axis is the cost per node. Further, in the document it will be explained the applications of 

each protocol according to the car needs. 

 
Figure 1.17 Characteristics of Vehicle Communications 

Source: Introduction In-Vehicle-Networking [46]. 

 

1.4.1 Controlled Area Network (CAN) 

Connect all the electronic components of vehicles is a complex duty, mainly because 

of the number of cables and the need of make them connected (point to point). The CAN Bus 

protocol, which was proposed in 1982 by Bosch, solved this issue by using a single cable 

that goes over the vehicle [47]. Figure 1.18 shows how CAN Bus works, there are devices 

that are connected in one cable and then these devices are dominated by two 120 Ohms 

resistors. They are connected in two signals (CAN-low and CAN-high).  
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Figure 1.18 Bus CAN Simplified Diagram 

Source: CAN and CAN FD bus decoding [48]. 

Regarding the high and low CAN are differential signals (Figure 1.19), the CAN high 

goes up to 2.5 volts and CAN low below 2.5V, both differentials gives a dominant signal 

which is the 0 signal, meanwhile the recessive signal is represented as 1, and it only goes in 

the nominal voltage 2.5 volts. The full protocol is shown in Figure 1.20, and it works in base 

of the high and low CAN, the overall process is explained in the following steps [49].  

 
Figure 1.19 High and Low CAN voltage 

Source: CAN and CAN FD bus decoding [49]. 

 

The complete protocol is explained in the following list and in Figure 1.20 shows the 

correct order of the sequence [50]. 
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1. SOF: The Start of Frame it announces to ECU (Electronic Control Unit) that 

a message is coming  

2. Arbitration field: Indicate message Priority  

3. RTR: Remote Transmission request allows ECUs to request messages from 

other ECUs  

4. Control: Informs the length of the data 0 to 8 bytes  

5. Data field: contains the actual data value which need to be convert to be 

readable and ready for analysis  

6. CRC: The cyclic redundancy check, checks data integrity  

7. Acknowledge: indicates if the CRC process is ok  

8. EOF: Marks the end of the message  

 
Figure 1.20 Complete CAN Communication Protocol 

Source: Creating a CAN Bus Communication Platform Based on the SAE J1939 Protocol and NI PXI [51]. 

 

1.4.2 Connectivity Issues 

Smart cars have many systems which connect them with the outside world and the 

inside car. For instance, a modern Jeep car has a system which integrates the WiFi, cellular 

and Bluetooth and the CAN bus. 

This condition in the system was discovered by Charlie Miller and Chris Valasek, 

two experts in cybersecurity. They found the way to access to the CAN protocol remotely 

taking advantage of this condition, besides during the experience they just controlled the 
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windshield, horn and air-conditioning system; however, they could have taken control of the 

brakes and even stop the engine [52].  

 
Figure 1.21 Jeep Cherokee Architecture Diagram 

Source: Remote Exploitation of an Unaltered Passenger Vehicle [52]. 

 

Technically speaking, the hackers first run a code in the system by connecting their 

laptops to the network, then inject false CAN messages affecting the physical systems of the 

vehicle. Figure 1.21 shows two CANs network, the high speed (HIS) which is directly 

connected with the WiFi, cellphone and the CAN-C that is connected with the engine, start 

on switch, etc. Miller entered first in the radio and after running the code the CAN C (Primary 

Bus) and HIS, were he took control of every potential entry point [52]. Table 1.3 shows the 

entry points to attacks. 
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Table 1.3 Potential Entry Points for an Attacker 

Source: Remote Exploitation of an Unaltered Passenger Vehicle [52]. 

 

As a result of the Jeep problem and the increasing of cybercrime, many manufacturers 

are interested in give a higher protection to their vehicles. Part of this research consists in 

evaluate the actual security systems and try to propose a new one to protect car against cyber-

attacks [53].  

It is interesting how does protection protocols work, and most of experts work and 

represent the issue as a military field, the attacker side is the “red team” and the defender side 

is the blue team. Then you need to infer the next step, the red team will start attacking to the 

highest risk areas that are likely to have the best chance to success, on the other hand if you 

belong to the blue team you will look to your risk outline and correct each threat with 

countermeasure [53].  

Threat Intercepts and injects commands from the cellular network  

Risk  High 

Attack technique Intercept serial communications over HSI 

Countermeasure All commands sent over cellular are cryptographically signed 

Table 1.4 Intercepting HSI Commands 

Source: The car hackers hand book [53]. 

 

1.4.3  Local Interconnect Network (LIN) 

Local Interconnect Network is a low cost multiplexed network protocol, which 

complement CAN unit. Due to CAN have become a prohibitive network, simple devices like 

the windows system, car seats, door locks are controlled by LIN [54]. 
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LIN is a sub-bus system based on the same principle of CAN but to reduce costs. 

Components are driven without crystal or ceramic resonators. The master is the CAN bus 

and it is connected to a LIN bus network, after them there are the slaves that are the 

components of the LIN system, the diagram is showed in Figure 1.22. 

 
Figure 1.22 Lin Network Overview 

Source: Microcontroller Division Applications [54]. 

 

1.4.4 Media Oriented Systems Transport (MOST) 

Media Oriented Systems Transport (MOST) is a standard bus protocol which focused 

in controlling the multimedia in vehicles, the main difference from other networks is the use 

of optical fiber which is used because the big data is processed in all the vehicle. A MOST 

network must have masters for different functions, the masters can be contained in the same 

device. The user gives some functions to the network service, then the data is processed and 

finally the automated process is done by a physical interface, as it can be seen in Figure 1.23 

[55].  
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Figure 1.23 Model of MOST device 

Source: MOST Specification [56]. 
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 CHAPTER II 

METHODOLOGY 

 

In this chapter it is explained how experiments were made for the collection and 

analysis of data. Experiments were executed in the INSET Electrical Vehicle Laboratory at 

Purdue University in the Polytechnic Department. The car tested was an electric go-kart that 

was used in the spring semester of 2014 for The Grand Prix race at Purdue University. 

Basically, the car was constructed with a motor controller, a DC battery, a Battery 

Management (BMS) system and other sensors that are later explained. 

The methodology consisted in the development of four parts, which will be fully 

explained in this chapter: Car arrangement, data collection, threat detection and 

mitigation, decoding and reverse engineering. With these four steps it was possible to do 

all the experiments and get valuable data. 

Finally, at the end of this chapter it will be explained all the needed procedures to 

diagnostic the car performance under distinct circumstances that can appear. In that sense, in 

the following paragraphs there will be explained each part of the proposed methodology.  

 

2.1 Car Arrangement 

The constructed vehicle can be classified as a BEV [17] by definition, since it is only 

powered by a battery and no other energy source. The main components of the vehicle and 

their characteristics are described in Table 2.1. 
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Components Characteristics 

Curtis AC Motor 

Controller 1236-5401 

This controller is the main part of the vehicle or the “Brain”, because it operates 

almost all the processes required by the car. Most of the connections involve the 

Curtis controller.   

Battery Management 

System 

The battery management system is in charge of controlling under-voltage and 

protect the battery against short-circuits. 

Manual Steering A regular manual steering to change the car direction, which is no longer used 

for experimentation.  

Manual Brake Hydraulic brake which works with oil and reduces the car acceleration. It does 

not have any connection with the controller. 

48 V DC battery Battery of multiple cells of 48V and a capacity of 2Ah 

Switch x 3 One switch to turn on the BMS, one to short the contactor and other to change 

reverse and forward movement in the car.   

Speed Controller 840 

programmer 

A programmer which displays all the programming settings that can be done.   

AC-9 Brushless AC 

Motor 1236 SE-5621 

 

AC motor that operates at 36-60V. It can draw up to 650A producing up to 27 

HP and 70 ft-lbs of torque. 

 

Table 2.1 Test Bed of the Vehicle 

Source: Own Elaboration 

 

The car was originally designed to simulate driving cycles, however, for the purposes 

of this research, some artifacts as the dynamometer were not used. The arrangement of the 

vehicle was focused only on collecting data from all the possible ports that send relevant 

information like the CAN Bus messages. On the other hand, all the needed data from the race 

was already collected by the previous lab worker. It is important to highlight that this vehicle 

does not represent a real vehicle setup due to the lack of sensors and networks. 

The Curtis Controller and the Battery Management System are the main sources of 

data and the only ones available in the car. The general scheme of the network system is 

shown in Figure 2.6, where all the components converge, but two interfaces are needed to 

collect data. 

The car arrangement was designed to follow the type of sensors the CURTIS 1236 

and the BMS can support. For instance, it was possible to put a battery indicator because at 
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least the BMS software and hardware could send signals to it; in the other hand, it would 

have been useless to put a pressure monitor because the components were not designed for 

processing that kind data. In other terms, the components determine how much data can be 

gotten from the vehicle.  

 

Figure 2.1 Available data ports scheme 

Source: Own Elaboration 

 

In January 2018, the vehicle was not working properly, consequently it was necessary 

to make some modifications. As stated in Table 2.1, the main controller of the car is the 

CURTIS 1236 controller. This component was not shorting the contactors, then no energy 

was being delivered from the batteries to the controller. In order to fix the problem, there 

were executed the following steps.  

➢ Ask the previous laboratory worker about all the modifications that were made in the 

car, before early 2018.  

➢ See the Diagnostic and troubleshooting table in the CURTIS Controller manual 

(Appendix 1).  

➢ Examine the possible causes and the conditions required to repair the car. 

➢ Fix the problem and test the car, considering the new changes made in the car.  
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➢ Write down all the observations and recommendations about the possible causes and 

best practices for future changes.  

➢ If none of these measures worked, the advisor or manufacturer was able to help with 

the issue.  

Other issues about the vehicle were found during the experimentation and repairing 

process. The BMS and the manual steering were part of this, but as it was listed in the last 

paragraph, the procedure to determine the solution of the problem was basically following 

those steps. 

 

2.2 Data Collection 

It was fundamental to detect all the open ports of the vehicle. It was an exercise of 

checking for data and control sources, for example the CAN BUS system of the Battery 

Management System for collecting data from batteries; the CAN BUS system of the 

controller; and the Vehicle Control Language (VCL) of the car. In addition, the controller 

had a Curtis 1311 programmer to set basic functions like the RPM or current limits. 

For the purposes of this research, the data was collected from Purdue Grand Prix and 

the experiments were made in the INSET lab. The data collected for this research follow the 

below process: 

➢ After repairing the car, it was necessary to look for all the possible communications 

that can be done in the car: CAN BUS for the BMS and the Curtis Controller, and the 

VCL just for the controller. 

➢ Record data in tables. Classify the data between main data and secondary data by its 

relevance, were the main data was related to specific can messages and parameters 

that influence in the engine functioning.   
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2.2.1 Data collection from the Battery Management System 

The software used to collect data from the Battery Management System (BMS) was 

designed by Enerdel2. The purpose of this component was getting real time data from the 

cells during all the car functioning; the voltage, current, temperature and other parameters 

were needed to analyze fully how the battery systems reacted to different performance 

scenarios. 

It was crucial to focus in the security of the components; therefore, some contactors 

were put on the BMS to make them work safely. Figure 2.2 Battery Monitoring System shows 

the distribution of the components, for example, the white cylindrical parts highlighted in the 

red circle are the contactors of both lines of the circuit. The yellow circle is the board, the 

input is the DC wire that comes from the battery and the output is DC current without any 

disturbance; therefore, it is safe to energize the Curtis 1236. 

 
Figure 2.2 Battery Monitoring System 

Source: Enerdel Inc [57]. 

 

                                                           
2 EnerDel, Inc is a designer and manufacturer of lithium-ion energy storage and battery systems.  
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This system used a USB-to-CAN adaptor that received real time data from the battery. 

This data was stored in an excel chart showing the parameters mentioned above, every time 

frame. The packets were CAN Bus messages, which were received and processed by the 

Curtis Controller.  

The receiver used in the BMS was the software CommTool, while the controller did 

not have a determined software, which did not allow the researcher to penetrate easily the 

BMS.   

 
Figure 2.3 Interface CAN BUS for the BMS 

 

The BMS had a safety roll protecting the battery from overvoltage and failures that 

can occur during the race or experimentation, it uses two contactors in order to protect the 

batteries, which are expensive. Figure 2.4 below shows different parameters that can be 

obtained such as voltage, temperature of every cell, state of charge, state of health, among 

other items. All needed for this process was the CAN BUS for the BMS, a computer with the 

Commtool software and the BMS. 
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Figure 2.4 Comm Tool Software to read BMS value, voltage and temperature of one cell selected  

Source: Enerdel 

 

Figure 2.5 shows an example of the discharging process of the Battery during a race 

made in the Grand Prix Race, the frequency of data collection can vary depending on the 

accuracy of the experiment and the amount of data that the software can support. 

 

Figure 2.5 . Example of data Collected from Commtool-Battery discharging process. 
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2.2.2 Data collected from the Curtis Controller 

There are two options when collecting data from the Curtis 1236 (Figure 2.6): Using 

the Curtis 1311 programmer (see Figure 2.7) directly and using the dashboard (see Figure 

2.8), which was created in a previous research to obtain the main characteristics of the 

vehicle.  

 
Figure 2.6 Curtis Controller Connections 

Source: Curtis Instruments [58]. 

 

While it is true that it is easier to diagnostic the programmer, it is no recommended 

to collect data from this device because this is just a diagnosis tool. It is more suitable to use 

the dashboard to collect several amounts of data packets, which are exported easily by using 

excel or other spreadsheet software. The CAN messages were sent to the dashboard as well, 

however, the problem was that there were few CAN message in the car because of the lack 

of sensors. 

At the end, for changing settings it was used the 1311 and for data collection, the 

dashboard. The CURTIS 1311 was used because it was simpler to manipulate. To access to 

the CAN network, the user only has to program the CANopen interlock with the status 5, 

which means operational state.  
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Figure 2.7 CURTIS 1311 Programmer 

Curtis Instruments [58]. 

 

 
Figure 2.8 Dashboard  

Source: An empirical approach to driving cycles [59]. 

 

A CAN-to-USB interface (Figure 2.9) was needed to transfer data from the Curtis to 

the computer. The receiver software used was the Kvaser CAN King (see Figure 2.10), a 

free software that records CAN messages. In fact, any software that supports CAN messages 

is useful, but in this case it was used the Kvaser CAN King because it is a free software.  
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Figure 2.9 Kvaser Interface for the Curtis Controller 

Curtis Instruments [58]. 

 

The Kvaser interface has two can ports that record data in real time. The reason it has 

two ports is because some vehicles possess more than one automotive network, like LIN, 

MOST or more than one CAN. For this research, just one port was needed. 

Apart from this specific device, some configurations were required for the Kvaser 

software and the CURTIS 1236 to coincide the parameters. For instance, the rate of 

transferred messages (Bauds) is critical to match both the transmitter and the receiver, Figure 

2.10 shows all options that can be done.  
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Figure 2.10 Interface Kvaser-Canking Software 

Source: CanKing [60]. 

 

The simplest way to manipulate the CURTIS 1236 parameters is by using the 

CURTIS 1311. This tool allows the user to control many settings like RPM threshold, current, 

voltage, kp, kd and ki controlling. All the available settings that can be changed are in the 

appendix. If this tool is not available, the other way to send messages to the controller is by 

using the Vehicle Control Language (VCL), which is the pseudocode in which the 

manufacturer based all the programming. In other terms, this control allows to tune the 

vehicle for the wanted purpose. The Curtis 1311 was used continuously to manipulate 

parameters such as RPM, threshold limits of voltage and current, speed modes and so on.  

The previous researcher built a dashboard in LABVIEW for the vehicle in order to 

get easily the most critical performance parameters. Figure 2.8 showed the setup of the 

dashboard. Data was received in CAN Bus messages (raw data) and then processed in charts 

to finally get data to be analyzed. The use of this tool simplifies data collection significantly 

because there is no need to repeat the race. This data was used to analyze the vehicle in steady 

conditions. In addition, other tests were done in the lab to corroborate the validity of data.  
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Due to the versatility of LABVIEW in the design process, more than one parameter 

can be measured during the experiments. Figure 2.11 shows the different parameters that 

were gotten from the dashboard: Miles per hour (MPH), voltage, motor temperature, 

controller temperature, among others. 

 
Figure 2.11 Example of data from the dashboard. 

Source: Own elaboration using Commtool. 

 

2.3 Threat Detection and Mitigation 

First of all, we need to define the experiments to prove the veracity of the hypothesis, 

which is that the car is vulnerable. In that sense, the first part consisted in testing the car 

vulnerability to performance attacks or failures. 

For this kind of security studies, a threat model is a practical technique in the 

information security sector. It indicates the threat and possible mitigations to address them. 

Doing the threat model requires a complete analysis of the object studied, in this case the 

vehicle. According to Adam Shostack, a threat modeling expert, there are four basic 

questions to proceed with the model [61]: 

1. What are we working on? 

2. What can go wrong? 
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3. What are we going to do about it? 

4. Did we do a good job? 

Due to the limitations of this research, the last question was omitted because there 

was not any test to prove if the mitigations were good enough. In the analysis and results 

section, all of the rest questions will be answered. The format of the diagram is shown in 

Table 2.2. 

 
Table 2.2 Threat Model Format 

Source: This World of Ours [62]. 

 

Since the vehicle performance was desirable to be evaluated, electrical and 

mechanical tests and calculations were needed. The vehicle responses were analyzed at 

different paths and time frames for each parameter, and recorded during the race and the 

experiments made in the lab. For instance, Figure 2.12 shows the three parameters evaluated: 

Revolutions per minute, number of laps and amperage. In addition, there are other factors 

that are influenced by the motor current like the motor efficiency, load factor, slip and so on. 

Table 2.3 shows the correlations that were used to recognize the vehicle behavior in normal 

or steady conditions. 

Title Equation Description 

Real Power  𝑃𝑖𝑛 = 3 𝑉𝑝ℎ𝐼𝑝ℎ𝑐𝑜𝑠𝜃 Real electrical resistance power consumption in 

circuit 

Motor Efficiency  
𝜂 =

0.7457 × ℎ𝑝 × 𝐿𝑜𝑎𝑑 

𝑃𝑖𝑛

 
General Efficiency of the motor   

Slip 
𝑆𝑙𝑖𝑝 =

(𝑛𝑠 − 𝑛)

𝑛𝑠

× 100 
This is an indicator that shows how motor is 

affected by different loads and forces operating 

in the rotor. 

Table 2.3 Analyzed Equations 
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Figure 2.12 Example of data analyzed 

 

Then, when penetration was demonstrated there had to be other theoretical tests to 

finally analyze the vehicle performance when is penetrated. Once some failures or threats 

were detected with the last penetration test, the countermeasures needed to follow stablished 

thresholds of the components. For example, if the motor current limit was 50A, the 

countermeasure had to block the changes on that specific parameter, otherwise, the motor 

can break because of high load.  

 

2.4 Decoding and Reverse Engineering  

In order to Penetrate the electric vehicle, it was used reverse engineering to access its 

first layer of cybersecurity. For doing that, it was required to access to the CAN Bus network 

without authorization of the manufacturer. The output of this experiment was decoding all 

the possible messages from the vehicle by using reverse engineering. In addition, the testing 
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of this experiment was delimited only by the CURTIS controller, because the main vehicle 

operations are made by this device. The following steps were made to do this process: 

➢ Observe the Curtis wiring diagram showed in the appendix section in ¡Error! No se 

encuentra el origen de la referencia. to locate the CAN bus connections and other 

relevant ports.  

➢ Once located those terminals, it was needed to unlock the CAN connections. There 

are two ways to do the unlocking process, by using the Curtis 1311 programmer or 

programming the Vehicle Control Language.  

➢ After that, some settings of the CAN software interface had to be changed, in this 

case, with the CANking software. For doing that, it was needed to change the bauds 

rate of the Curtis controller to coincide with the CANking rate (see Figure 2.13). 

➢ Once all the last steps were completed, it was started the reverse engineering process 

and the data packets were transferred from the Curtis to the PC.  

 

 

Figure 2.13. Configuration of the speed rate of CANking 

Source: Own elaboration 

 

The decoding and reverse engineering process follow the methodology posted in 

Figure 2.14. The user takes control of the changes that are made in the vehicle with the 
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CURTIS 1311, this practice is straightforward and common. It is used to program the vehicle 

according to the needs of the road, golf car, go-kart race, cargo vehicle and so on. 

CAN messages are sent from the programmer to the Curtis, the problem remains in 

the impossibility to read the can messages in the programmer. Therefore, was needed to look 

for alternatives methods to read these messages. In the data collection section, it was stated 

that the Kvaser ports is a useful tool to read messages then this method is the chosen one. 

In the following diagram, it is specified the two output lines in the CURTIS 1236, the 

orders and the CAN message values. Reading those values is a not a simple task, it requires 

to receive the data packet in the software Can King and then it is needed to do reverse 

engineering to understand those messages. For example, when pressing the throttle, the 

software receives a messages, after that it is necessary to press do the same action multiple 

times to make sure that the code is the right one. Finally, when all possible messages are 

decoded those are tabulated.   

 

Figure 2.14  Decoding and reverse Engineering Process 
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CHAPTER III 

RESULTS 

 

This chapter presents all the results and analysis from the experiments made for this 

research. Data was collected from the Grand prix race and the experiments were made in the 

INSET laboratory.  

3.1 Analysis of the Vehicle in Steady Conditions 

During the race, the vehicle worked in normal conditions, which means that all the 

components were working properly. All the parameters were measured in one lap; and the 

analysis was just for that time frame  

Figure 3.1 shows how Revolutions Per Minute (RPM), Amperage (Amps) and the 

laps changed over time during one cycle. In fact, the different type of paths in the race track 

affect how the internal components work (see Figure 3.1).   

Figure 3.1 Data collected from one lap of the vehicle in the Purdue Grand Prix race 

 

For example, in the straight line of the track from point 3 to 4, amperage has a regular 
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and expected linear behavior. This can be demonstrated just by looking Figure 3.1, where 

the circle A is that straight path. The parameter that impacts more in the power of the vehicle 

is the motor current or amperage, which is considered an independent variable. Dependable 

variables would be real power and torque, that are important values to understand the motor 

behavior under diverse load conditions. 

In Figure 3.2, there are seven numbers pointed that show those mentioned kind of 

paths. As it can be seen those paths force to change the speed and brake of the vehicle, so the 

throttle is manipulated several times in this driving cycle.  

 

 
Figure 3.2 Grand Prix Race Circuit Paths divided per number 
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The correlation between real power and current is defined by Equation 1, where 

currents affect directly the output power. As it was stated in the literature review, in most of 

the cases, an induction motor presents this phenomenon when different loads are applied in 

one-time lapse, one lap for example.  

 

𝑃𝑖𝑛 = 3 𝑉𝑝ℎ𝐼𝑝ℎ𝑐𝑜𝑠𝜃      (1) 

 

To demonstrate how this correlation is affected in one period of time, Figure 3.3 

shows how the real power changes over the same time lapse of Figure 3.1. It is important to 

mention that voltage, and the power factor are regularly constant values under different loads, 

therefore it is not necessary to analyze fully both parameters.  

 

𝑦 = 14874𝑒−0.012𝑥 ; 𝑅2 = 0.1166 (2) 

 
Figure 3.3 Real Power Variability in one lap 

 

At the beginning of the engine experiments, there was a high torque because the 

vehicle needs considerable amount of energy to get out from inertia. During all the lap, power 

y = 14874e-0.012x

R² = 0.1166

0

2000

4000

6000

8000

10000

12000

14000

16000

50.0000 70.0000 90.0000 110.0000 130.0000 150.0000 170.0000

P
o

w
er

 i
n
 W

e

Time in Seconds

Real Power



51 
 

keeps changing in normal rates, nonetheless, the predictability of the values are very weak. 

This can be seen in Figure 3.3, where the exponential regression does not fit in the 

real power curve. In fact, the Pearson correlation value R is weak, which means that there is 

not a strong correlation between time and power. This happens because of the different kind 

of paths in the circuit, for this reason the average values need to be analyzed per section to 

represent valid data.  

Even though the predictability of the parameters is not valid to analyze from a 

performance and cybersecurity point of view, the range values of the manufacturer contribute 

to protect the engine and predict values that runs between those limits. The range of the 

vehicle parameters are delimited by the values obtained experimentally in the race, which are 

shown in the previous graph. Consequently, any value that exceeds that threshold will be 

considered a disturbance. 

There are diverse data inputs or parameters that can be analyzed, nonetheless, it is 

more practical to determine which parameters are the most important. In that way, it is easier 

to analyze the parameters that affect the car performance the most. 

For this data selection, there were used two criteria. The first one was to use the threat 

model, which is explained in the mitigation and protection section, because it allows selecting 

the riskiest process easily; and the second one was to use not uniform data according to its 

standard deviation. The data selected is shown in Table 3.1, corresponding to miles per hour 

(mph), voltage, RPM, and current; all of them affect the car performance and have a high 

degree of variability during the experiment that may generate noise in data. 

 

Table 3.1. Statistic Values to prove hypothesis 

 

The p value allows proving a hypothesis of what would happen to the vehicle 

Average Standard Error

Lower 

Threshold Upper Limit

Standard 

Deviation

Lower 

Threshold Upper Limit

Current (A) 159.7709 3.21383 153.47179 166.07003 75.37111 157.8109 307.498276
Voltage (V) 40.3485 0.07911 40.19341 40.50353 1.85532 38.3885 43.984906
Mph 26.5295 0.29523 25.95080 27.10811 6.92378 24.5695 40.1000634
RPM 2580.1855 28.55213 2524.22327 2636.14764 669.60691 2578.2255 3892.615
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performance if some values change. During the test the car had an average current of 159 A, 

the next question was what would happen if the controller exceeds 350A, which is the 

threshold of the motor. 

It was found, according to the statistic test, significant evidence that there will be no 

overcurrent flow in the motor if the controller is set between 0 and 3500 RPM (which is the 

RPM threshold during the experiment) and rpm range p=0.0003, if p is much smaller than 

0.05, then the hypothesis is false.  

The p value is too little in comparison to the alpha value. A low p (p=0.0003) value 

is common when there is a large sample size like this case, indeed there is data dispersed 

mainly because the vehicle is moving in many directions, zig zag or curves. In Figure 3.4, 

the current of the motor varies drastically from 50 A to 350A, this data actually affects the 

diagnostic of the car, because it highly dispersed creating big ranges.  

 

Figure 3.4 Current in Time 

As it can be seen in Figure 3.4, the current average is 159 A, which was not useful 

for diagnostic and for reading values due to the high degree of variability. Nevertheless, those 

values are still data and they had to be analyzed and interpreted using SPS Software. 
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Table 3.1 shows the Standard Deviation (SD), Standard Error (SE) and its proper 

Upper and Lower limits. As it can be seen, the range of the SD is larger while the range for 

the SE is shorter. The explanation for the standard error is that there were taken 550 data 

points and the average value was 159.7 A, this means anytime the data can be taken again 

either N=550 or N=1000 about the same population (it means running the car under 3500 

RPM), the mean range will be between 153.4 and 166.0 A.  

On the other hand, the limit of the SD tells that if you choose any data point of the 

sample, the current should be between the range of 157.8 and 307 A. In general terms, 

standard error permits knowing the error anytime the sample is changed, while the standard 

deviation shows the range of the actual sample. What can be discussed in this part is the value 

that is important to analyze in the electric engine: 

 

1. The analysis needs to be considered only under full load conditions, this value is 

showed in the motor label, other values create variability.  

2. If some specific time frame needs to be analyzed, the values to considered are the 

straightest pattern. In other words, the path of the track.  

 

The battery is fully charged when the race starts and it decreases gradually during all 

the lap time frame, varying voltage from 44V which is the full charge state to 38V. The 

battery pack is Lithium-Ion battery, which is composed of 12 cell of 3.8V each one. The 

recommended ranges for this kind of battery is 3.8 to 3V per cell, therefore 36 V would be 

the lowest limit for the entire battery pack, in this case the BMS and the Curtis is programmed 

to not work under 38V for safety reasons. 

Knowing this information, the user would not have any problem related to the battery 

and the BMS if the person has a visual telematics device like a dashboard or even the 

CURTIS 1311. Nevertheless, the BMS and the CURTIS are vulnerable devices that are easy 

to access by the public, in fact both of them have a CAN port access which can be penetrated 

just by doing a reverse engineering process and finally the intruder can change the range 
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values. 

The discharging process of the battery can be identified by looking at the voltage 

behavior during one-time frame. In Figure 3.5 is showed how voltage is varying in time 

at different path of the race. Normally the battery is fully charged between 3 or 4 hours, 

meanwhile the discharging process can take less than half an hour using the vehicle under 

full load conditions like in the race. There were taken 68 points for each second of the race 

that is why some points look repeated in fact this is actually useful to look how some cells 

values can affect the average voltage of the battery which goes from 38 to 44 volts. 

Approximately every range of 1-15 seconds voltage varies (increase and decrease) which is 

an indicator of rapid and sudden changes while driving. As a consequence, the read average 

voltage does not show really what is the real charge state of the battery until it is keeps a 

constant speed or it is stopped.  

 

Figure 3.5 Discharging Process of the battery 

 

 

3.2  Decoding and Reverse Engineering  

The CURTIS 1236 works as an electronic control unit in the studied vehicle. In the 

previous chapter it was specified the procedure used to access to the vehicle CAN Bus 
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network and how it was made the decoding. In this section, the analysis goes deep on the 

meaning of each data packet and why there are few messages in comparison to an actual 

vehicle. 

Accessing to the controller is not an easy task, the methodology section describes the 

steps to understand and decode CAN messages. Table 3.2 shows the amount of messages 

that were decoded from the CURTIS 1236 during various test made in the INSET lab.  
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Meaning Channel ID  Flg DLC DO 1 2 3 4 5 6 7   Dir 

Regular Working 0 715   1 7F          R 

Motor Control Tuning 0 95   8 1 10 1 40 0 0 0 0   R 

Change Speed Mode 1-0-2 0 95   8 0 10 1 0 0 0 40 0   R 

Turn on the contactor 0 95   8 0 10 1 0 0 40 40 0   R 

throttle 3-1/brake type EM/swap encoder motor 0 95   8 0 10 1 0 0 0 40 0   R 

Turn Off 0 95   8 0 1 1 2 0 40 0 0   R 

Table 3.2 Data packets recorded in experimentations. 
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There are 6 different messages that the software CAN King receive when some 

manipulations are made in the vehicle, only one message can be seen in the platform in one-

time frame. In addition, the CAN protocol is configured to do just one action when the vehicle 

needs it. This process is called arbitration and the protocol selects according to the ID which 

process is more relevant. For example, in Table 3.2, the ID of regular working is high, which 

means this is not a message to priories if some disturbance occurs in the vehicle; on the other 

hand, when the user access to the Curtis programming and switch the speed mode, all the 

additional functions of the car are frozen until the speed mode is changed. 

The CAN packets uses the ISO-TP, an international standard for sending data packets 

over a CAN bus network. Below it is a list of service IDs for the ISO 14229, each one has a 

particular format and the arbitration is made by using the lowest ID. Table 3.3 shows the 

hexadecimals values of the ID while in Table 3.2, IDs are in decimal values.  

 

Table 3.3 IDs for ISO 14229 
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There are two types of IDs in the results which are 95 and 715, these numbers are in 

a decimal base. Therefore, both have to be converted to hexadecimal base, being 2cb and 5f 

respectively. The meaning of both values are interpreted in Table 3.3. 

On the other hand, the DLC box means the length of the message, which is the number 

of bytes in the message. The first packet possesses 1 byte while the others 8. The meaning of 

each one will depend on the manufacturer interpretation, even though it is possible to know 

the meaning of the number of bytes by asking the manufacturer manual; the reverse 

engineering process requires to predict this value. In that way, the laboratory tests indicated 

that the on state of the car send same messages after 5 minutes’ tests. The 1 byte DLC showed 

that when the car is working normally, no action needs to be done in the vehicle. 

 

3.3  Mitigation and Protection 

The kart prototype has two high risks, which are the control of the VCL and the CAN 

BUS communication, once accessed to these systems, it is easy to control any parameter of 

the car such as voltage, current, control motor settings like the kp, ki, kd, rpm limit and so 

forth. Using the VCL allows the user to change the different thresholds of the car. For 

example, the relation of current and power in a three phase induction motor is crucial, 

Equation 1 shows the direct relation between the two parameters (without considering 

voltage because it keeps the same mostly). For example, the induction motor has 18 HP of 

max power and 350 A of max current. Exceeding current reduces the lifespan of materials 

and the energy supply of the motor and could eventually blow the fuse. 

 

Curtis Messages 

The CURTIS 1311 permits the user to change different parameters to tune the engine 

for different purposes. For example, if this car is used for a golf field, the speed should be 

steady; on the other hand, if the car is used for a race, parameters such as the PID values or 

the maximum speed should be modified. These changes are not made manually by using 
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potentiometers or any mechanical source, this actually needs to be modified by using a 

controller which sends CAN messages. The 1311 controller send messages and the Curtis 

process these messages in a closed loop, as shown in Figure 3.6 below. 

 

Figure 3.6 Control Loop of the system 

 

The programmer has a display which shows the kind of programming of the car, 

however, this was created for the user to simplify the operation. In Figure 3.7 it can be seen 

the display of the programmer. 

 
Figure 3.7 CURTIS 1311 Displayer 
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The displayer send CAN messages to the Curtis, however, this process can be 

repeated with a CAN bus interface like the Kvaser, once knowing what are the messages. All 

of this process can be seen in Figure 3.7. 

There is a proposed hypothesis about the car security, which has vulnerabilities and 

potential cyber threats. In order to have a general overview of the car vulnerabilities, a threat 

model is a common practice to recognize easily a range of different risks, as showed in 

Figure 3.8 below, the model is divided by process threat and possible mitigation or solution 

that may be applied; the colors represent the level of danger, where yellow is the less risky 

and red the most dangerous. Since this vehicle has a lack of sensors and process there are 

only four process. In general terms the following experiments need to prove the veracity of 

the presented hypothesis. 

 

Figure 3.8 Threat Model of the Vehicle  
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or on/off switch

Accelerate and brake at the
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In regular vehicles either electrical o engine combustion, there is always temperature 

variations, therefore motor or battery temperature always fluctuates in a regular range. When 

a cyberattack occurs, it is less likely to attack directly temperature fluctuations of 

components, for this reason this is considered a low level risk. 

There are also the mechanical and energy problems which are important due to the 

energy consumption and durability of the car ride, however, this does not represent a cyber-

threat per se. Indeed, it is something that can be solved by using high tech components (Li-

ion batteries or Advanced BMS). 

On the other hand, the threat becomes riskier when communications are involved. In 

the car under study, there are two communications gateways: the CAN and the VCL, both of 

them are equally useful for reading and changing any car performance settings. Moreover, 

once accessed to the VCL system, any threshold or parameter can be modified for 

performance purposes. For instance, when using the throttle configuration, the normal 

voltage threshold is 5.24 V, VCL allows the change of this threshold to any kind of voltage, 

which can cause and overvoltage producing rapid motor response in the car. The possible 

vulnerable changes that can be made are listed below: 

• Throttle: This is used in two ways as a name for the drive throttle and as a generic 

term covering both drive throttle and the brake throttle [58]  

• Max RPM 

• Max Current  

 

Controlling communications is the highest risk in the threat model during the 

operation process. Apart from determining the threat, the mitigation or possible solutions to 

this problem, there are also other risks such as the acceleration in various sequence times by 

breaking and accelerating, which is not a network problem, however, it wastes big amount 

of energy. The threat model guaranties prevention of possible attacks, it was executed only 

for the real kart, with the intention of knowing which variables to manipulate. 
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3.4 Unsteady Condition 

The unsteady condition is the operation of the vehicle out of the limits that were 

presented by the manufacturer. This condition can affect drastically the vehicle performance, 

provoking deconfigurations in the controller of the vehicle or reducing the life expectancy of 

the equipment, such as the battery bank which has a life expectancy of 5 to 8 years [63]. 

Table 3.4 shows the parameter limits of both operation modes, the steady and 

unsteady conditions. It is worth mentioning that these are not nominal values or plate values, 

since the vehicle is present for one specific mode of operation, where the threshold values 

vary. Essentially the vehicle is modified to reach maximum speed ranges because of the needs 

of the Purdue grand prix race, other configuration is needed for a cargo vehicle which needs 

more torque and less speed. 

Parameter Steady Limit Unsteady Condition 

Motor Current 350A <350 

RPM 3600 <3600 

Motor Voltage 48V <48 or >40 

Battery Voltage 48-40 <48 or >40 

Table 3.4 Steady and Unsteady conditions of the Vehicle 

 

Even though these values can change during the vehicle operation, where the driver 

can perceive the conditions and turn off the engine; there are other ways to send messages to 

the indicators, SCADA or dashboard of the vehicle that cheat the driver. Therefore, this part 

of the results will focus only on the physical ranges of the vehicle. 

 

3.4.1 Performance Response  

Once penetration is executed in the vehicle network, several packet messages can be 

sent to the controller and alter the parameters of the vehicle. Since it can be found easily the 

threshold of the equipment just by looking for the plate values; there is one likely scenario 
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of attack. The attacker changes the limits of current and voltage depending of the intentions 

which is unpredictable. 

For this performance response under unsteady conditions, the threshold of the current 

has been changed from 0 to 50 amps randomly. Varying the current affects, the real power 

as well, and in fact the variability and dispersion of the data will increase too.  

 
Figure 3.9. Voltage and Current Unsteady Condition in Motor 

 

The suitable range values to alter is between 100 to 120 and 137 to 151 seconds since 

it has more unsteady curves during the race. As it can be seen in Figure 3.9, current keeps a 

regular or at least controlled growing until 100 seconds, where a random function is inserted 

in the mentioned two intervals. It is important to note that voltage keeps the same during this 

test because it is an independent variable of current. The effects of this high degree of 

variability is analogous to what happens to the real power and revolutions per minute in the 

motor. 

In Figure 3.10, real power has drastic fluctuations in the second 100 which has the 

same variability of current since they are directly proportional; on the other hand RPM 

reaches 4000 values which reduces the torque values of the car causing more speed but less 
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strength. It is important to emphasize that this RPM peak is not even closer to the nominal 

10000 RPM limit of the motor plate, but as it was mentioned, full load conditions change 

once the vehicle is preset.   

 
Figure 3.10 Real Power and RPM Unsteady Motor Conditions 

 

The Battery Managements System can be penetrated separately apart from the Curtis 

controller because it has its own CAN bus network, then its limits can be changed too. In 

fact, the effects on the BMS will reach the controller during the discharging and charging 

process, there are sudden changes in the 193 second until the 257, which finally is observed 

in Figure 3.11. This disturbance has an effect on the torque which affect the final efficiency 

of the motor. 
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Figure 3.11. BMS Current and BMS voltage Unsteady Conditions 

 

The final indicator that shows the losses of the motor is its efficiency. In the following 

chart, it is showed how much varies this parameter under different RPM and load conditions. 

One of the main thing to highlight is that during the race most of the points are located at 

lower real power values between 1-6kWThis actually makes the motor reduce the efficiency, 

being 177 of 600 seconds under 60% of efficiency those were gotten in normal conditions ( 

see Figure 3.12 and Figure 3.13). 

 

 
Figure 3.12 Efficiency vs Load in Normal conditions 

0

20

40

60

-100

0

100

200

300

400

1

1
7

3
3

4
9

6
5

8
1

9
7

1
1
3

1
2
9

1
4
5

1
6
1

1
7
7

1
9
3

2
0
9

2
2
5

2
4
1

2
5
7

2
7
3

2
8
9

3
0
5

3
2
1

3
3
7

3
5
3

3
6
9

3
8
5

4
0
1

4
1
7

4
3
3

4
4
9

4
6
5

4
8
1

4
9
7

5
1
3

5
2
9

5
4
5

5
6
1

5
7
7

5
9
3

6
0
9

B
M

S
_

V
o

lt
ag

e

B
M

S
 C

u
rr

en
t

Time in Seconds

BMS Current and BMS Voltage

BMS Current BMS_Voltage U

y = 0.0001x - 0.0167
R² = 0.9653

0%

20%

40%

60%

80%

100%

120%

0 1000 2000 3000 4000 5000 6000 7000 8000

Ef
fi

ci
en

cy

kW 

Efficiency vs Load  



66 
 

 

 
Figure 3.13 Efficiency vs Load behavior  under normal conditions 

The other test consisted in varying the frequency of the motor simulating a VFD( Variable 

Frequency Drive), a device that is normally used to improve efficiency but in this case it will 

be used to reduce efficiency in the vehicle, in Figure 3.14 is showed the same chart as the 

normal conditions chart, but changing the frequency of the motor between 60 and 80 hz, 

provoked an average efficiency of 24% in comparison to 28% of  the normal conditions. In 

fact, the correlation factor is reduced drastically in the simulated penetration, which highly 

dispersed data. In other terms a simple change in frequency can affect drastically the energy 

consumption in the vehicle.  

 
Figure 3.14. Efficiency altered by varying frequency  
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4 CHAPTER IV SUMMARY AND RECOMMENDATIONS 

This research was done in collaboration of two universities: UTEC in Lima Peru, and 

Purdue University in Indiana USA. The theoretical part of this research took place at UTEC 

installations; meanwhile the experimental part was made in the Polytechnic faculty of the 

CNIT department in the Integrated Smart Energy Technology Lab at Purdue University. The 

tests were done with the assistance of researchers of the INSET lab and with the previous 

investigation made by Andrew Larson about driving cycles. The lab had an already 

constructed vehicle which had to be repaired, when that was done, the decoding and reverse 

engineering was possible. 

The research proposed a general analysis about the physical effects that a 

cybersecurity penetration may cause in an electric vehicle. There were three separated 

sections in this work: Vehicle analysis in steady and unsteady conditions, decoding and 

reverse engineering, and finally, mitigation and protection. 

Experiments employed different instrumentation and software (Commtool, Kvaser, 

SPS) to process data, meanwhile there was already recorded data in a previous research work 

that was used to analyze the vehicle in steady conditions.  

The studied vehicle was used for a go-kart race which highly limited the scope of this 

cybersecurity study due to the lack of sensors and networks that a regular modern vehicle 

has. However, for the specific purposes of this research only the CAN bus network, the 

electric engine and the battery are useful to resemble the present-day EVs; which couples 

one of the objectives that was analyzing only the performance response of the car. 

The different tests done in steady and unsteady conditions indicated that this vehicle 

is highly vulnerable to penetration attacks by decoding controller messages and changing the 

limits of the main parameters like current and voltage threshold, which were changed up to 

100A extra of the full load. The problem with that growth was the deterioration of the motor 

and the variability of data.  

Reverse engineering is a useful methodology to decode easily the CAN messages that 

the controller is receiving, once that data is processed the false messages can be sent with a 
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meaning. Many messages were recorded during the tests, nonetheless, most of the messages 

were repetitive, then it was necessary to tabulate them manually. 

The messages came in 8 bits packet with and ID. The ID is the prioritization number 

which can tell us what is the most critical messages, lower numbers have higher priority in 

the bus, therefore as an attacker you will pick a low number for critical systems like the 

engine components and equipment, which can be broken. This process can be imitated in 

almost any modern vehicle with a bus network, it is just needed the correct software and tools 

to decode the messages and pick up the critical numbers. When frequency was changed from 

60Hz to 80Hz, vehicle efficiency was decreased by 4%. The tool that changed this variable 

was a Variable Frequency Driver (VFD), therefore what can be concluded about this 

experiment is that a tool that is commonly used to improve efficiency can diminish it as well. 

In comparison to an internal combustion engine, an electric motor always need a controller 

to operate and even other devices to improve the performance. Therefore, the electric motor 

has more ports to access, which represent a higher risk.  

  

For the mitigation and protection part, it was necessary to observe the vehicle as a 

machine that has output and inputs interactions between other machines and people; once 

detected these points, a threat model is a good practice to recognize the main vulnerabilities 

and risk of the vehicle. Thus, the mitigation actions are prioritized according to the needs of 

the vehicle. 

The main risk in the vehicle was the total penetration of the Curtis Controller, 

controlling the threshold of current and RPM can cause components wear and even block all 

functions. In addition, unlike the oil fueled vehicles, the EVs possess electric motors which 

represent higher risks, since controlling this type of engine depends more of the controller, 

like a VFD (Variable Frequency Drive). Generally speaking, the electric motor is more 

manageable than combustion motors. 

Even though of the scope of this research, the facts indicate that the electric vehicle 

market is growing and vehicle manufacturers will have to face a conversion fuel to electric. 
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At the same time, many things are more connected than ever, which is something to pay 

attention carefully and not disassociate its potential threats. 

 

Recommendations and future work   

The limitations and weaknesses of this research were showing up when the tests were 

made. The tools that were used can be considered superficial analysis of a real test bed, for 

more accuracy other communication networks and sensors could have been used. 

Future works can be oriented in other communication levels such the LIN, MOST or 

ETHERNET, which focus on other vehicle functions. 

Another important fact to consider is that the manipulation of the electric motor can 

highly reduce the efficiency of the electric vehicle. Unlike the combustion engines when 

more load is applied, the efficiency goes up, in the case of electric vehicles, it will depend of 

two variables: Torque and current. 

For future investigations, it is recommended to ask the manufacturer the real meaning 

of the CAN messages to corroborate the decoding and reverse engineering results, finally 

there is still uncertainty about the general deconfigurations of the CURTIS controller because 

not only threshold values can be changed, there are other more parameters that can be 

changed.  
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6 APPENDICES 

6.1 APPENDIX 1: CURTIS 1238 TROUBLESHOOTING CHART 
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6.2 APPENDIX 2: CURTIS 1238 WIRE DIAGRAM 
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6.3 APPENDIX 3: MOTOR DATASHEET 

 


